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1 Preface

Protekt is an all Javaimplementation of version 3 of the SSL protocol and version 1
of the TLS protocol. Unless otherwise specified, when this manual mentions TLS, it
should beread SSL or TLS.

Protekt provides high strength encryption over TCP/IP connections between any
platforms that have Java 2 support.

Features of Protekt include:
No native code — Protekt will run anywhere thereis a Java 2 VM.
Cryptography service provider independent — Javasoft’s Java Cryptographic
Architecture (JCA) alows Protekt to use cryptography services provided by any
JCE (Java Cryptographic Extension) compliant provider.
Standard Java key and certificate management using Java keystores.

Session caching and reuse, giving substantial performance benefits.

Renegotiation of secret keys throughout a TLS conversation enhancing security.

1.1 Audience

Programmers wishing to add secure communications to Java applications should read
this guide.

This guide assumes readers are familiar with TCP/IP networking and programming
networking applications using the java.net package.

A brief introduction to how the TLS protocol is aso given.

1.2 Organisation of this Guide
This guide is divided into chapters as follows:
An introduction to TLS

This chapter gives an introduction to the TL S protocol, including the handshake
mechanism used to negotiate the encryption parameters for the connection.

Getting started with Protekt

This chapter presents sample client and server programs, showing how to use the
Protekt API.

Copyright © 1997 - 2000 Forge Research Pty Ltd ACN 003 491 576



Authentication
This chapter explains how public key cryptography can be used for authentication
purposes, introduces the Java keystore and shows how Protekt performs
authentication when acting asa TL S client or server.
The Protekt properties file
This chapter documents the settings in the Protekt properties file.

Four appendices are provided — a glossary, a trouble-shooting guide, details of

generating key pairs and importing certificates received from Certificate Authorities
and an example Pr ot ekt . properti es file

1.3 Document Conventions

This document uses the following typographical conventions:

Constant wi dth Constant width words or characters represent source code or
literal values such as commands.

[talics Italics are used to highlight technical terms or terms that have
specific meanings within the context of TLS that appear in the
glossary the first time they are used in the guide.

Italics are also used when referring to another chapter or
section of the guide.

Horizontal or vertical ellipses indicate material has been
trimmed for clarity.

2 Copyright © 1997 - 2000 Forge Research Pty Ltd ACN 003 491 576



2 Anintroductionto TLS

TLS (Transport Layer Security') is a protocol that operates over TCP/IP connections
providing secure communications over insecure networks. TLSisan IETF (Internet
Engineering Task Force) standard that is based on an earlier protocol called SSL
(Secure Sockets Layer?). SSL was originally designed by Netscape Communications
Corporation.

TLS alows two parties (a client and a server) to agree on a set of cryptographic
parameters to protect any data sent over a TCP/IP connection. Optionally, the parties
can authenticate each other using X.509 certificates as the identification information.

When a TLS connection is opened the first step is called the TLS handshake. The
handshake is a series of messages exchanged between the two parties where the
identity of each party is established and the parameters for the data encryption are
generated. The server usualy identifies itself to the client. The server can aso request
the client to identify itself.

For an explanation of authentication using certificates, see chapter 4, Authentication.

The TL S handshake starts with the client sending the server a “client hello” message.
The “client hello” message contains information such as the highest version of the
TLS protocol the client can use and which cipher suites (encryption algorithms) the
client can use.

When the server receives a “client hello” message it checks the protocol version being
used by the client and looks for the session specified by the client to seeif existing
cryptographic parameters can be used. If the requested session cannot be found, the
server selects one of the encryption algorithms presented by the client as the one to be
used for this connection. The encryption algorithm selected will typically be the
strongest encryption that both the client and server can use. The order in which
encryption algorithms will be selected by Protekt is set in the properties file (see
chapter 5, The Protekt.propertiesfile).

The server responds with a“ server hello” message containing the version of the TLS
protocol to be used for the connection and the encryption algorithm to be used to
protect data sent over the connection.

Following the “server hello” message, the server will send a *“ certificate” message
containing the certificate chain it is using to identify itself to the client.

The server may also send a “certificate request” message to the client, if the
application requires client authentication. If thisis sent, the server requires the client
to identify itself using a certificate chain, exactly as the server has done.

L RFC2246, http://www.ietf.org
2 draft-freier-ssl-version3-02, http://www.netscape.com/eng/ssl 3
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Finally the server sends a “server hello done” message. This tells the client that the
server has completed its part of the handshake.

When the client receives the “ server hello done” message it responds with a certificate
chain (if the server sent a certificate request message), a “client key exchange
message” (always) and a “certificate verification” message if it sent a “certificate
message” to the server.

The “client key exchange” message contains a random value generated by the client.
This random value is used by the client and the server to generate the values used to
encrypt the data for the rest of the connection. This random value is encrypted with
the server’ s public key (see chapter 4, Authentication, for an explanation of public key
cryptography) to protect it while in transit.

After these messages have been sent, the client sends a “change cipher” message,
which tells the server that al datait sends in the future will be encrypted using the
just negotiated cipher suite.

Finally the client sends an encrypted “finished” message, using the selected cipher
suite which alows the server to verify it has generated the correct values from the
“client key exchange” message.

After the server has received and processed these messages it sends a “ change cipher”
message and “finished” message to the client so the client can aso verify the
cryptographic settings.

From this point on, all communications over the connection are encrypted using the
keys agreed upon earlier.

The handshake message exchange is shown below:

B
Clienthello | -
Client
YA Server hello
E_j_ Server certificate chain
|| Server key exchange’
=i Certificate request
. N - Client Server hello done
Client certificate chain
Client key exchange =
Client certificate verify " | All data sent by the client is
Change cipher spec TN encrypted from now on
Finished Client
[ m— Ch iph
. ange cipher spec
— |l All data sent by the server is gecipher sp
B encrypted fromnow on : o
___§ - :|) Finished
Client Server

T Specifies an optional message, or a message sent in response to an optional
message from the peer.
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3 Getting started with Protekt

This chapter presents the example client and server programs included in the Protekt
distribution.

The source code for the client and server programs presented below has the Protekt
specific changes highlighted with a grey background. The following code is only for
example purposes so error handling and robustness are not of a standard suitable for
production quality code.

3.1 The Server

The example server is atypical threaded Java network server. It uses one thread to
accept incoming requests and one thread per request to service it.

The code is shown below, with the lines changed to support TLS highlighted. An
explanation for each line is below the code.

package au.com forge.security.tls.test;

inmport java.io.*;
i mport java.net.*;
import au.comforge.security.tls.*;

/**

* An exanpl e nulti-threaded server using Protekt

* TLS/ SSL sockets. <p>

10 =+

11 * Copyright © 1997 - 2000 Forge Research Pty Ltd ACN 003 491 576<p>
12 =/

13 public class Exanpl eServer extends Thread {

O©CO~NOULRAWNBE

14

15 /*

16 * Default port nunber to listen on

17 */

18 private static int port = 4433;

19

20 [**

21 * The main nmethod for the exanple server.<p>

22 *

23 * Creates and starts the thead that accepts connections
24 * froma Protekt server socket.<p>

25 *

26 * @aram args comand |ine arguments.

27 */

28 public static void main(String[] args) {

29 Exanpl eServer ts = new Exanpl eServer();

30 ts.start();

31 }

32

33 [**

34 * Accept connections fromthe Protekt server socket.<p>
35 */

36 public void run() {

37 try {

38 SSLEnvi ronnent.initialise(true);

39 SSLSer ver Socket ss = new SSLServer Socket (port);
40

41 while (true) {

42 SSLSocket s = (SSLSocket) ss.accept();

Copyright © 1997 - 2000 Forge Research Pty Ltd ACN 003 491 576



43 Exanpl eServer Thread est = new Exanpl eServer Thread(s);

45 est. set Daenon(true);

46 est.start();

47 }

48 }

49 catch (SSLException ssle) {

50 ssl e. printStackTrace();

51 }

52 catch (1 OException ioe) {

53 ioe.printStackTrace();

54 }

55 }

56

57 [**

58 * Each connection will be passed into here for
59 * further processing. <p>

60 *

61 * This is an inner class of testServer.<p>

62 */

63 cl ass Exanpl eServer Thread extends Thread {

64 private SSLSocket s;

65

66 [**

67 * Creates a new thread to handle a

68 * connection. <p>

69 *

70 * @arams the TLS/ SSL socket accepted

71 * by the server.

72 */

73 publ i ¢ Exanpl eSer ver Thr ead( SSLSocket s) {
74 super();

75 this.s = s;

76 }

77

78 [**

79 * Handl e a request. <p>

80 */

81 public void run() {

82 try {

83 s. st art Handshake() ;

84 s. wai t For Handshake() ;

85

86 InputStreamis = s.getlnputStrean();
87 | nput St reanReader isr = new | nput StreanReader (i s);
88 Buf f er edReader reader = new Buf f eredReader (i sr);
89 Qut put Stream os = s. get Qut put Stream();
90 String inputlLine;

91 bool ean foundGet Request = fal se;

92

93 while (true) {

94 i nput Li ne = reader.readLine();

95

96 if (inputLine == null || inputLine.length() == 0)
97 br eak;

98

99 if (inputLine.startsWth("GET "))
100 f oundGet Request = true;

101 }

102

103 String HTM.Stri ng;

104

105 i f (foundGet Request == true)

106 HTMLString = new String("Lots of HTM. code");
107 el se

108 HTMLString = new String("400 Bad Request");
109

110 os.wite(HTM.String. getBytes());

6 Copyright © 1997 - 2000 Forge Research Pty Ltd ACN 003 491 576



111 os. flush();

112 os. cl ose();

113 }

114 catch (Exception e) {
115 e.printStackTrace();
116 }

117 }

118

119 }

Line 5 imports the Protekt classes so they can be used in the program.

Line 38 initialises Protekt by loading the keys and certificates and starting the random
number generator. This is optional; the first time a connection is created or accepted
thiswill be done. The parameter (true) tells Protekt it can take on the role of server in
an SSL handshake.

Line 39 creates the Protekt SSLSer ver Socket . Except for the different class name,
thisis exactly the same as creating a standard Ser ver Socket .

Line 42 accepts a connection from the server socket and casts it to a Protekt
SSLSocket . The accepted socket needs to be cast to a SSLSocket so the handshake

methods can be called.

Lines 49-51 catch the SSLExcept i on that can be thrown by the
SSLEnvi ronment . initialise cal.

Line 64 declaresthe ssLSocket that the Exanpl eSer ver Thr ead will work with.
Line 73 takesa SSLSocket as a parameter, rather than a standard Socket .

Lines 83 and 84 perform the SSL handshake that determines the cryptographic
parameters used to protect the application data. This must be done before the Input
and Output streams are accessed.

3.2 Theclient

As with the server, very little code needs to be added to use Protekt in the client.

Again, the code is shown below, with the lines changed to support TLS highlighted.
An explanation for each line is below the code.

package au.com forge.security.tls.test;

inport java.io.*;
i mport java.net.*;
i mport au.comforge.security.tls.*;

/**

* An exanpl e client using Protekt

* TLS/ SSL sockets. <p>

0 *

11 * Copyright © 1997 - 2000 Forge Research Pty Ltd ACN 003 491 576<p>
12 */

13 public class Exanpledient {

14 /*

O©CO~NO U WNE
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15 * Default host and port nunber to connect to

16 */

17 private static int port = 4433;

18 private static String host = "l|ocal host";

19

20 [**

21 * Connects to a server using TLS/ SSL, issues
22 * a HTTP GET request and reads the response. <p>
23 *

24 * @aram args command |ine argunents.

25 */

26 public static void main(String args[]) {

27 try {

28 SSLEnvironnment.initialise(false);

29 SSLSocket s = new SSLSocket (host, port);
30 s. st art Handshake() ;

31 s. wai t For Handshake() ;

32

33 Qut put Stream os = s. get Qut put Strean();
34 InputStreamis = s.getlnputStrean();

35 | nput St reanmReader isr = new | nput St reanReader (i s);
36 Buf f er edReader reader = new BufferedReader (isr);
37

38 String cmd = "GET / HTTP/ 1.0\ n\n";

39 os.write(cnd. getBytes());

40 os. flush();

41

42 String inputlLine;

43 while (true) {

44 i nput Li ne = reader.readLi ne();

45 if (inputLine == null || inputLine.length() == 0)
46 br eak;

47

48 System out. println(inputLine);

49 }

50

51 reader. cl ose();

52 }

53 catch (SSLException ssle) {

54 ssl e. printStackTrace();

55 }

56 catch (1 OException ioe) {

57 i oe.printStackTrace();

58 }

59

60 }

Line 5 imports the Protekt classes so they can be used in the program.

Line 28 initialises Protekt by loading the keys and certificates and starting the random
number generator. This is optional; the first time a connection is created or accepted
this will be done. The parameter (false) tells Protekt it will usually be the client in an
SSL handshake.

Line 29 creates the connection to the server using a Protekt SSLSocket . Except for the
class name, this is exactly the same call that would be made using a standard Socket .

Lines 30 and 31 perform the SSL handshake that determines the cryptographic

parameters used to protect the application data. This must be done before the Input
and Output streams are accessed.

8 Copyright © 1997 - 2000 Forge Research Pty Ltd ACN 003 491 576



Lines 53-55 catch the SSLExcept i on that can be thrown by the
SSLEnvironment . initialise cdl.

3.3 Working with cipher suites
3.3.1 Supported cipher suites

Protekt is distributed with the following cipher suites:

SSL_RSA W TH _RC4_ 128 SHA

SSL_RSA_W TH_RC4_128 MD5

SSL_RSA_W TH_| DEA_CBC_SHA

SSL_RSA_W TH_3DES_EDE_CBC_SHA
SSL_RSA_W TH_DES_CBC_SHA
SSL_RSA_EXPORT_W TH_RC4_40_MD5
SSL_DHE_DSS_W TH_3DES_EDE_CBC_SHA
SSL_DHE_RSA_W TH_3DES_EDE_CBC_SHA
SSL_DHE_DSS_EXPORT_W TH_DES40_CBC_SHA

3.3.2 Specifying which cipher suites can be negotiated for a connection

The default list of available cipher suites (the cipher suites returned by the

SSLSocket . get Suppor t edCi pher Sui t es method) is defined in the
Protekt.properties file. See chapter 5, The protekt.propertiesfile for more information
on enabling or disabling cipher suites in this manner.

Individual sockets can have thislist of available cipher suites modified before the
handshake has started using the SSLSocket . set Enabl edCi pher Sui t es method. This
method takes an array of Strings, with each element of the array holding the name of a
cipher suite that is to be available on that socket.

For example, the following code will ensure that only cipher suites using RSA public
keys for authentication and key exchange will be used:

String[] suites = {
“SSL_RSA WTH RC4_128 SHA",
“SSL_RSA W TH_RC4_128 MD5”",
“SSL_RSA W TH_| DEA_CBC_SHA",
“SSL_RSA W TH_3DES_EDE_CBC_SHA”,
“SSL_RSA_ W TH_DES_CBC_SHA",
“SSL_RSA _EXPORT_W TH_RC4_40_ND5”

b

socket . set Enabl edCi pher Sui t es(suites);
socket . st art Handshake() ;
socket . wai t For Handshake() ;

A list of cipher suites that have been enabled for a particular socket can be retrieved

using the SSLSocket . get Enabl edCi pher Sui t es method. Thisreturnsast ri ng
array, with each element of the array holding the name of a cipher suite.

Copyright © 1997 - 2000 Forge Research Pty Ltd ACN 003 491 576 9



3.4 Using a specific certificate chain

Protekt allows a specific private key and certificate chain to be used for any
connection. The SSLSocket . set CertificateChain(String alias, String
passwor d) method is used to specify which certificate chain to use. The al i as
argument is the keystore alias for the certificate chain and the passwor d argument is
the password for that keystore entry. This password may be obtained viaa GUI or
other interactive means.

For example, to use the private key and certificate chain identified by the
“SecureServer” alias protected with the password “48jso3& 5rxxw43”:

try {
SSLServer Socket ss = new SSLServer Socket (port);

while(true) {
SSLSocket s = (SSLSocket)ss. accept();
s.setCertificateChain("SecureServer", "48js03&rxxw43");

// code to start the handshake and use the SSL socket...

}

cat ch(Exception e) {
e.printStackTrace();
}

Theset Certi fi cat eChai n method can be used for both TLS servers and clients. If a
TLS client receives a certificate request from the server it will send the certificate
chain set by theset Certi fi cat eChai n call. If the certificate chain has not been set
thisway and a client certificate chain has been set in the properties file, the default
chain will be sent. If no certificate chain has been set a“no certificate” dert is sent to
the server. The “no certificate” aert is not fatal, however a Protekt TLS server will
close the connection if it recelves this aert when it asks for a client certificate. Other
TLS implementations may not close the connection.

See 84.3 The Java keystore and chapter 5, The protekt.properties file for more
information.

3.5 Using client authentication

Non-anonymous TL S servers can ask the TLS client to identify itself with a certificate
chain.

As previously mentioned, if a Protekt client receives a certificate request it will send
the certificate chain set by theset Certi fi cat eChai n cal. If the certificate chain has
not been set this way and a client certificate chain has been set in the propertiesfile,
the default chain will be sent. If no certificate chain has been set a* no certificate”
alert is sent.

A Protekt server socket can be set to issue a certificate request message during the
TL S handshake using the SSLSocket . set NeedCl i ent Aut h( bool ean fl ag) method:

10 Copyright © 1997 - 2000 Forge Research Pty Ltd ACN 003 491 576



try {
SSLServer Socket ss = new SSLServer Socket (port);

whil e(true) {
SSLSocket s = (SSLSocket)ss. accept();
s.set NeedCl i ent Aut h(true);

/1 code to start the handshake and use the SSL socket,
/1 as in previous server exanple

}

}
catch(Exception e) {

e.printStackTrace();
}

The SSLSer ver Socket . set NeedCl i ent Aut h( bool ean fl ag) method is a shortcut
for ssLser ver Socket use. When a connection is accepted and TL S server mode has
been set (the default for SSLSer ver Socket s), the newly created SSLSocket will have
its client authentication flag set to follow the SSLSer ver Socket Setting.

See 84.3 The Java keystore for more information.

3.6 Specifying a handshake timeout

A timeout for the TL S handshake can be specified. If the handshake takes longer than
the timeout, then a “handshake failure’ alert will be sent.

The timeout stops attacks from clients, which connect, but never handshake, tying up
resources. In the case of a plain text Socket connecting to a SSL ServerSocket, it also
closes the connection, rather letting the connection stay open forever.

If atimeout is not specified then a default value is used. The default is found in the
Protekt properties file.

The default timeout value may be overridden for a particular SSLSocket using the
SSLSocket . set HandshakeTi meout (1 ong ti neout) method:

try {
SSLServer Socket ss = new SSLServer Socket (port);

whil e(true) {
SSLSocket s = (SSLSocket)ss. accept();
s. set HandshakeTi neout ( 60000 );

/] code to start the handshake and use the SSL socket,
/1 as in previous server exanple

}

catch(Exception e) {
e.printStackTrace();

}

The timeout value is specified in milliseconds. Either the client or the server may set
the handshake timeout.

Copyright © 1997 - 2000 Forge Research Pty Ltd ACN 003 491 576 11



It isimportant to allow enough time for the handshake, in the case of aweb browser,
the user may be prompted by numerous dialog boxes to decide whether they trust this
server. Setting the timeout to less than 20 seconds will not give the user enough time
to respond.

3.7 Reusing sessions

A TLS connection between two hosts consists of a TLS session, and one or more TLS
connections associated with the TLS session.

The TLS session holds the identity information for each party (the certificates), the
cipher suite that was agreed upon during the initial handshake (the cryptographic
algorithms to use) and some basic material for creating the keys for the ciphers used
to protect the application data.

The TLS connections associated with the TLS session hold the cryptographic keysin
use for that particular connection between the hosts. These keys were generated using
the key material from the TLS session.

The first time a TLS connection is established between two hosts, a TLS session must
be created which becomes an agreement between the hosts regarding their identity
and the cryptographic agorithms they will use. The initial TLS connection is added to
this newly created TL S session. Subsequent TL S connections between the hosts can
either join this existing TLS session or create a new TLS session.

Reusing existing TLS sessions is significantly faster and more efficient in terms of
resources than creating new TLS sessions for each connection between a pair of hosts.

To reuse a TLS session in subsequent connections, the session identifier must be used
when creating an SSLSocket .

Presented below is an example method that open SSL Sockets, attempting to reuse
TLS sessions when possible. The method caches TLS session identifiersin a
hashtable (keyed by hostname) and uses those TL S session identifiers when
connecting to hosts that have already had TL S sessions created for them.

private Hashtabl e sessions = new Hashtabl e();

public SSLSocket connect ToHost(String host, int port)
throws | OException {

byte[] sessionld;
SSLSocket socket;
i f (sessions. containsKey(host) == true) {
byte[] sessionld = (byte[])sessions.get(host);
socket = new SSLSocket (host, port, sessionld);
}
el se
socket = new SSLSocket (host, port);

socket . st art Handshake() ;
socket . wai t For Handshake() ;
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sessionld = socket. get Session().get Sessionld();
sessi ons. put (host, sessionld);

return socket;

}

The method always stores the session identifier after creating the connection. Thisis
done because the server is not required to re-use an existing TLS session, even when
the client requests an existing, valid TLS session.

By storing the latest session identifier from the server, the client is attempting to store
the latest session information, assuming this is most likely to be acceptable to the
server for reuse.

If this method is to be used in a multi-threaded application, access to the session
identifier cache must be regulated using synchronization.

3.8 Using Protekt in an applet

This section describes how to use Protekt in an applet. It assumes the applet is being
run using the Java plug-in VM rather than browser supplied VMs.

To use Protekt in an applet, you must ensure the Pr ot ekt . properti es fileand
keystore are available in the jar file the applet is contained in, and that the appl et
either has permission to dynamically add JCE providers at runtime, or the necessary
JCE providers are already installed on the client machine.

3.8.1 The Protekt.properties file

When deploying Protekt with an applet, the Pr ot ekt . properti es file must be
included in the jar file in the same directory as the Protekt classes —
au/com/forge/security/tls. This will allow Protekt to read the properties file at runtime
without access to the local machine and also ensures the correct

Prot ekt . properti es fileisbeing loaded.

3.8.2 The keystore

When deploying Protekt with an applet, the keystore must be included in the jar filein
the same directory as the Protekt classes — au/com/forge/security/tls. Thiswill allow
Protekt to read the keystore file at runtime without access to the local machine and
also ensures the correct keystore is being loaded.

Thekeystore. fil ename property should be set to the keystore' s name with no
leading path. For example, if the keystoreisin afile called
au/com/forge/security/tis/AppletK eystore, the keyst ore. fi | enane property should
be set as:

Keystore. fil ename=Appl et Keystore
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3.8.3 Including JCE Providers in the jar file

The easiest way to package Protekt for use with an applet is to include the Protekt
classes and any necessary JCE provider classes in the same jar as the applet (along
with the Protekt.properties file and the keystore, as described above).

Applet restrictions

The only restriction that has an effect on Protekt running in an applet is the
permission to dynamically add JCE providers and set security properties.

There are two solutions:. include the necessary JCE providers in the system-wide
<JRE home>/|ib/security/java.security fileor have either a system-wide or
user security policy that explicitly allows the applet to add the providers and
properties it needs.

The first solution means moving the securi ty. provi der. n lines from the

Prot ekt . properties filetothej ava. securi ty file. If the providers are listed in
this system-wide file, Protekt no longer needs to register them and the lines can be
removed from the Protekt.properties file entirely.

The second solution requires an entry similar to the following in a security policy file:

grant CodeBase "http://applet.host.confjars/*" {
perm ssion java.security. SecurityPerm ssion "insertProvider.*";
perm ssion java.security. SecurityPerm ssion "putProviderProperty.*";

};

This entry will enable classes loaded from the given URL to add providers. The
permissions can be made more specific by specifying both lines for each provider
used and replacing the “*” with the provider name:

grant CodeBase "http://applet.host.comjars/*" {
perm ssion java.security. SecurityPerm ssion "insertProvider. Forge";
perm ssion java.security. SecurityPerm ssion "putProviderProperty. Forge";

/'l repeat the above |lines as necessary...

b
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4 Authentication

In addition to data encryption, TLS aso provides authentication of one or both
parties®.

4.1 Public key cryptography

Authentication is achieved using public key cryptography — public and private key
pairs. Public key cryptography ensures that if a message can be decrypted using a
public key, it must have been created using that public key’s matching private key.
Similarly, a message created using the public key can only be decrypted successfully
using its matching private key.

For authentication purposes, public keys are made publicly available in the form of
certificates and are used as identification by the entity named on those certificates.

The matching private key must be kept secret by the entity using the certificate for its
identification.

If the private key is only known to the entity identified by the certificate, messages
that can be decrypted using the certificate must have been created by the entity
identified by that certificate. Similarly, messages encrypted using the public key on
the certificate can only be decrypted by the entity identified by that certificate.

If the private key is known to anyone else, they can masquerade as the entity
identified by the certificate.

Certificates have safeguards to ensure a third party does not replace the public key in
a certificate with one matching their own private key. Certificates aso have a date
range in which they are valid and are usually issued by Certification Authorities that
are supposed to verify the identification of the entity on the certificate before issuing
and signing it.

4.2 Certificate chains and trusted certificates

A certificate issued by a Certification Authority isissued in a certificate chain. The
chain consists of the certificate identifying the private key holder as the first
certificate in the chain followed by one or more certificates representing Certification
Authorities and ending with the “root” Certification Authorities certificate.

Each certificate in the chain is signed by the Certification Authority above it. For
example, a chain with three certificates has two Certification Authority certificates
(represented as CA-1 and CA-2 in the following figure) and a certificate identifying
the holder of a private key. The chain is:

% There are anonymous cipher suites defined in the SSL specification but Protekt does not implement
them as they offer no authentication of either the client or server.
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— In this example, CA-1 has identified CA-2 by issuing a
certificate to CA-2 and signing that certificate to signify the
J— information on it is correct. When CA-2 creates a certificate
chain for an entity, it does the same thing — verifies that
entity’ s identity, issues a certificate and signs it.
Entity
When the entity produces the certificate chain asits
identification, the receiver only needs to trust either CA-1 or
CA-2 to accept the entity’ s identification. To check the
certificate chain, the receiver starts at the first signer and works back up the chain
until it finds a certificate representing an entity it trusts. If the receiver trusts CA-2,
the checking stops as soon as it reads CA-2's certificate. If the receiver does not
recognise CA-2, but trusts CA-1 the checking process will continue past CA-2's
certificate to CA-1's certificate. If the receiver trusts CA-1 and CA-1 issued CA-2's
certificate, the implication is CA-2 iswho it claims to be and the entity is who it
clamsto be.

The receiver specifies which certificate authorities it trusts using trusted certificates.
Trusted certificates are alist of certificates held by the receiver which are checked
against incoming certificate chains, as in the above example. Once a certificate in the
chain matches a trusted certificate, the chain is accepted.

This does not guarantee the matching private key has not been stolen and is being
used by someone else.

4.3 The Java keystore

Protekt uses the Java keystore to hold trusted certificates and private key/certificate
chain pairs. Each trusted certificate entry and private key/certificate chain entry is
identified by a keystore alias — a short name used to retrieve the entry from the
keystore. Each private key/certificate chain entry is also protected by a password.

The trusted certificate entries are used to verify incoming certificate chains and the
private key/certificate chain entries are used as identification.

If Protekt isacting asa TLS server, it uses one of the private key/certificate chain
entries to identify itself to the client. The specific entry used is determined by a
number of factors including the types of public key the client can understand and
settings from the Pr ot ekt properti es file. If client authentication has been
requested, the list of trusted certificates is sent to the client so it can make a decision
about which certificate chain to send back and the returned certificate chainis
checked against the trusted certificates.

If Protekt is acting asa TL S client, the certificate chain received from the TLS server
Is checked against the trusted certificates in the keystore. If one of the trusted
certificates matches a certificate in the incoming certificate chain the connection is
accepted. If the server requests client authentication, one of the private key/certificate
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chain entries is used to identify the client. The specific entry used is determined by a
number of factors including the list of trusted certificates sent by the server, the types
of public key the server can understand and settings from the Protekt propertiesfile.

Thekeyt ool utility provided with Sun’s JDK can be used to add trusted certificates,
create new private keys and import certificate chains returned from Certification
Authorities.

4.3.1 Specifying the keystore to use

The Java keystore can be implemented in a number of ways — as an encrypted disk
file, in atamper-proof hardware device or as an interface to an LDAP directory, for
example.

Protekt is independent of the keystore implementation. Which specific keystore to use
is defined in the Pr ot ekt . properti es file using the following properties:

keystore.type The type of keystore to use. Keystore vendors may use
different types to identify the keystore implementation.

The default is"JKS" which is the keystore provided by
un.

keystore. provider The keystore provider to use. The same type of keystore
may be implemented by more than one vendor. If there
is a specific keystore vendor to be used it can be
specified using this property.

The default vendor is"SUN".

keystore.l oadFronFile  Not al keystores are disk files. Some keystores will be
on hardware tokens such as smart cards or
cryptographic accelerator boards. This property tells
Protekt to ignore the keystore.filename property and to
not try and load the keystore from a disk file.

This property is optional and defaults to true.

keystore. filename If the keystores is being loaded from a disk file, this
property specifies the name of that file.

keystore. password Keystores are protected by passwords. This property
specifies the password used to unlock the keystore.

If the keystore is to be loaded from a disk file, Protekt first attempts to open the file as
aresource, which means it will try to open the named file in the directory that the
Protekt classes are loaded from (au/com/forge/security/tls). If the Protekt classes have
been loaded from ajar file, Protekt will look in that jar file rather than on the disk. If
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the file is not there, Protekt tries to open the file using the given name as a filename
relative to whatever directory Protekt is running in (or as an absolute path, if oneis
given).

For example, if the Protekt classes have been loaded from protekt.jar, the
keystore.filename is set to myKeystore and keystore.loadFromFile is set to true (or
left unspecified), Protekt will search for the keystore in the following places:

1. asthe file au/com/forge/security/tlssfmyKeystore in the protekt.jar file
2. asthe file myKeystore in the current directory

If the keystore.filename property is set to “c:\\home\\myKeystore”, Protekt will search
for the keystore in the following places:

1. asthe file au/com/forge/security/tls/c./home/myKeystore
2. asthefile c\home\myKeystore

If the keystore is being loaded from a hardware token, afile is not necessary. The
keystore implementation supplied with the hardware token will know where the keys
are stored.

4.3.2 Specifying the server private key/certificate chain

The default private key/certificate chain keystore entry to use when Protekt isin TLS
server mode is specified in the Pr ot ekt . properti es file using the following
properties:

server.key.alias The dias of the private key/certificate chain entry.
server. key. password  The password used to unlock the private key/certificate
chain entry.

If the default entry should not be used for a particular connection, the

SSLSocket . set Certi fi cat eChai n method can be used to specify an aternative
keystore entry. The arguments to this method are the keystore alias and password of
the private key/certificate chain entry to be used.

4.3.3 Specifying the client private keys/certificate chains

When Protekt is acting asa TL S client, more than one private key/certificate chain
entry can be specified as a default. The entry to be used is determined by the list of
trusted certificates sent by the server and the key types recognisable by the server.

The following propertiesin the Pr ot ekt . properti es file are used to specify the
default list of private key/certificate chain entries, where n is the order of preference:

client.key.alias.n The alias of the private key/certificate chain entry.
client. key.password.n  The password used to unlock the private key/certificate
chain entry.
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For example:

client.key.alias.1=CientFronCA-1
client. key. password. 1=passwordl
client.key.alias.2=Cient FronCA-2
client. key. password. 2=passwor d2

If the default entry should not be used for a particular connection, the

SSLSocket . set Certi fi cat eChai n method can be used to specify an aternative
keystore entry. The arguments to this method are the keystore alias and password of
the private key/certificate chain entry to be used (see the ssLSocket javadoc page for

details).
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5 The Protekt.properties file

Protekt uses Java properties to store settings that are likely to change from site to site.
These settings govern such behaviour as which encryption algorithms to negotiate
with a peer and which certificate chains to send as identification and which JCE
providers to use.

This chapter details the properties that can be set. An example Protekt.properties file
Is given in appendix C.

5.1 Specifying the location of the Protekt.properties file

By default, the VM will look for the Pr ot ekt . properti es file in each classpath
entry by appending au/ com f or ge/ security/tl s/ Protekt.properties tothe
entry. Thiswill aso find the propertiesfileif it isincluded in ajar file with the
Protekt classes. If the properties file is included in the jar file, it must be in the
au/ cont f or ge/ securi ty/tls directory.

Y ou can also specify the location of the Pr ot ekt . properti es file usng the
Prot ekt . properti es. pat h System property:

java —DProt ekt. properties. pat h=/usr/|ocal / app/ Prot ekt. properties
sone. app. Mai n

5.2 JCE provider properties

Protekt uses JCE providers for all cryptographic processing. Examples include
creating or verifying adigital signature, encrypting data or retrieving a private key
from akeystore.

5.2.1 Services used by Protekt

Protekt Tust have all of the following services available from the JCE providers to
function™:

Message Digests

MD5
SHA-1

These are provided by Sun in the JDK/JRE, hence they are always available.
Digital signatures

MD5withRSA

4 Different providers can supply these services, but they must all be present.
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Any provider that supplies RSA servicesis likely to supply this digital
signature service.

SHA1withDSA

Thisis provided by Sun in the JDK/JRE, hence is always available.

SSL Handshake

Thisisonly available from the FORGE cryptographic provider, supplied with
Protekt.

Ciphers

DES/ECB/NoPadding
DESede/ECB/NoPadding
IDEA/ECB/NoPadding
RC4

Most JCE providers have these services. Not al of these ciphers need be present,
but the appropriate cipher suites must be disabled if a cipher is missing (see
85.3 Cipher suites).

Key factories

RSA

DES

IDEA

RC4
Diffie-Hellman

Key agreement
Diffie-Hellman
Most JCE providers have these services. The RSA key factory is necessary for
processing certificate chains and must be present. The other key factories may not
be necessary, depending on the JCE provider. If akey factory is not present,
Protekt attempts to create the key using a different mechanism. This aternative
mechanism is not available in all providers, but most providers will supply one or
the other mechanism.
The Diffie-Hellman key factory and key agreement method are only necessary if
the ephemeral Diffie-Hellman (DHE) cipher suites are used.

5.2.2 The providers to be used
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At least two JCE providers must be used — but there is no upper limit. The providers
are specified using the alist of securi ty. provi der. n properties:

security. provider.l=com crypto. provider. SomeProvi der
security. provider.2=au.com forge. provi der. ForgeProvi der

The FORGE provider must be used as it supplies TLS specific signature algorithms.
However, the FORGE provider does not supply any data encryption services so at
least one other provider must be specified.

Any JCE compliant provider that supplies data encryption and RSA key services
should work, but some providers use non-standard parameters or have bugs and
consequently do not work as well as others.

5.2.3 The random number generator

The random number generator is very important. If a weak random number generator
IS used, security is compromised because attackers can more easily guess the
sequence of numbers that will be produced. All secret keysused by a TLS
implementation (not just Protekt) are created through the use of random number
generators.

Java specifies a vendor independent Secur eRandominterface for programs to access
random number generators. A program can specify the random number generation
algorithm it wants to use (and optionally a vendor) and the Java code will use that
scheme if it is available. To specify the settings for Protekt, use the following
properties:

security. SecureRandom al gori thm The PRNG (pseudo random number
generation) algorithm to use. A random
number generator based on thread run times
is provided with Protekt. To use this
generator, specify FORGE as the agorithm.

security. SecureRandom provider  |f aspecific vendor'simplementation of a
random number algorithm is desired, the
vendor can be named here. The
documentation provided by the vendor
should give both the algorithm and provider
values.

If these properties are not set, Protekt will use the default random number generator
returned by the Java Runtime.

5.2.4 RSA cipher initialisation

Testing against different JCE providers has shown a discrepancy in how RSA ciphers
areinitialised. Ther sa. ci pher. speci fi er property isused to tell Protekt how to
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initialise an RSA cipher. There is no fixed set of values, but the most common
initialiser is RSA/ ECB/ PKCS1Paddi ng. However, some providers need other settings
such asRSA/ 2/ PKCS1Paddi ng.

This problem is caused by the initialisation of RSA ciphers not being covered in
current versions of the JCE specification. Javasoft is aware of this problem and the
next version of the specification is promised to be more specific about how RSA
ciphers should be initialised.

Until then, the documentation supplied with the JCE provider must be used to
determine how this property is set. Any providers that have been tested will be listed
on the Protekt TLS web site®, with the necessary settings.

5.3 Cipher suites

A TLS cipher suite specifies the secret key exchange algorithm, encryption algorithm
and message integrity algorithm used to protect traffic on a connection.

Protekt supports RSA and Diffie-Hellman for secret key exchange, RSA and DSS for
key signing, IDEA, DES, triple DES and RCA4 for data encryption, and MD5 and
SHA-1 for message integrity.

Depending on the cryptographic services available and other factors such as licensing
conditions for particular algorithms, some of these algorithms may not be available at
run time.

The cipher suites Protekt will use are defined with the ci pher sui t e. n properties.
The cipher suites should be defined in order of preference — the lower numbered
cipher suites will be used in preference to the higher numbered ones. The entries must
start at 1 and be consecutively numbered. For example:

Ci phersuite. 1=au. com forge. Prot ekt . CS_TLS DHE DSS W TH_3DES EDE_CBC_SHA

ci phersuite. 2=au. com forge. Protekt. CS_SSL_RSA W TH_3DES_CBC_SHA

ci phersuite. 3=zau. com forge. Protekt. CS_SSL_RSA W TH_| DEA CBC_SHA

ci phersuite. 4=au. com forge. Prot ekt . CS_SSL_RSA W TH _RC4_128 SHA

ci phersuite. 5=au. com forge. Protekt. CS_SSL_RSA W TH_RC4_128 MD5

ci phersuite. 6=au. com forge. Protekt. CS_ SSL_RSA W TH DES_CBC _SHA

Ci phersuite. 7=au. com forge. Prot ekt . CS_TLS DHE DSS EXPORT_W TH_DES40_CBC_SHA
ci phersuite. 8=au. com forge. Prot ekt . CS_SSL_RSA EXPORT_W TH_RC4_40_ND5

In this case, the triple DES encryption algorithm will be used in preference to IDEA,
RC4, or DES and ephemeral Diffie-Hellman key exchange will be used in preference
to RSA key exchangeif possible.

If IDEA and RC4 are not available, the cipher suite list might look like:

Ci phersuite. 1=au.com forge. Prot ekt . CS_TLS DHE DSS W TH 3DES EDE CBC_SHA

ci phersuite. 2=au. com forge. Protekt. CS_SSL_RSA W TH_3DES_CBC_SHA

ci phersuite. 3=au. com forge. Prot ekt . CS_SSL_RSA W TH_DES_CBC_SHA

Ci phersuite. 4=au. com forge. Protekt. CS_TLS DHE DSS EXPORT_W TH_DES40_CBC_SHA

® http://www.protekt.com
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Another example isif the export (weak) cipher suites and norma DES should not be
used, they can be taken out of the list so it becomes:

Ci phersuite. 1=au. com forge. Prot ekt . CS_TLS DHE DSS W TH 3DES EDE CBC_SHA
ci phersuite. 2=au. com forge. Protekt. CS_SSL_RSA W TH_| DEA CBC_SHA

ci phersuite. 3=au. com forge. Protekt. CS_SSL_RSA W TH_3DES_CBC_SHA

ci phersuite. 4=au. com forge. Prot ekt . CS_SSL_RSA W TH RC4_128 SHA

ci phersuite. 5=au. com forge. Protekt. CS SSL_RSA WTH RC4_128 MD5

5.4 Keystore properties

For details of the properties used to specify the private key/certificate chains and
trusted certificates to use, see 84.3 The Java keystore for more information.

5.5 Additional properties

The default handshake time is specified in the Protekt propertiesfile. It is the
maximum number of milliseconds that the handshake can take. The example below
will set the handshake timeout to 60 seconds.

#

# The default handshake tinmeout in nmilliseconds.

# This can be overridden using setHandshakeTi neout in SSLSocket.
#

HandshakeTi meout = 60000

For more details see §3.6 Specifying a Handshake Timeout.
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6 Appendix A - Glossary

authenticate

Public and private keys can be used for authentication. If a person holding a private
key distributes the certificate with the matching public key, anyone with that
certificate can verify signatures created by the private key holder.

This also means if a person can create a signature that is verified by the public key on
a certificate they must have access to the matching private key.

cipher suite

The TLS specification defines a number of cipher suitesthat can beused inaTLS
conversation. The cipher suite defines a method of secret key exchange, a signature
agorithm to use, a bulk data cipher algorithm and a message authentication code
algorithm.

The key exchange and signature algorithms are used during the TL S handshake for
authentication and to agree on the keys used for the bulk data cipher.

The bulk cipher and message authentication code agorithms are used for reading and
writing data to the SSL socket’ s input and output streams.

JCE

The Java Cryptography Extension (JCE) 1.2 provides aframework and
implementations for encryption, key generation and key agreement, and Message
Authentication Code (MAC) agorithms. Support for encryption includes symmetric,
asymmetric, block, and stream ciphers. JCE 1.2 is designed so that other cryptography
libraries can be plugged in as a service provider, and new algorithms can be added
seamlesdly.

key pair

A key pair refers to matching public and private keys. Data can be signed using a
private key and the resulting signature can be verified using the matching public key.
Data can be encrypted using the public key and decrypted using the matching private

key.
public key

A public key can be used to verify data signed using a matching private key and can
be used to encrypt data that can only be decrypted using the matching private key.

private key

A private key is used to sign data and to decrypt data encrypted using the matching
public key.
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root CA

A root CA isthe last certificate in a certificate chain. If a chain consists of 3
certificates— A, B and C — where A represents the entity and has been signed by the
holder of B and B is an intermediate CA that has been verified by C, then C is the root
CA.

VM (or JVM)

The Java Virtual Machine. To give Java platform independence, Javasoft created what
is called the Java Virtual Machine. The JVM defines a basic computer architecture
that can be implemented on almost any real computing platform. All Java applications
and applets are compiled to run in a JVM rather than being compiled to use the
machine instructions and operating system calls of any specific system.

X.509 certificate
An X.509 certificate binds a public key to more recognisable names. An entity
holding a private key usually has a certificate with its public key. The certificate can

be given to other parties so they can both: verify signatures created by the private key,
and encrypt data to send to the holder of the private key.
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7 Appendix B —Troubleshooting

7.1 Keystore problems

7.1.1 Could not load keystore from <filename>

Protekt throws an SSLException with this message if the keystore is to be loaded
from afile and the file cannot be found.

See 84.3.1 Specifying the keystore to use for a description of where Protekt looks for
the keystore file.

7.1.2 Could not load specified certificate chain (<alias> not found in the
keystore)

Protekt throws an 1OException with this message during the handshake if it cannot
find the requested keystore entry in the keystore.

Ensure <alias> isin the keystore by issuing akeyt ool —list —keystore keystore
command, and ensure the correct keystore is being loaded. See 84.3.1 Specifying the
keystore to use for a description of where Protekt looks for the keystore file.

7.1.3 Could not load specified certificate chain (<alias> is a trusted certificate
entry, not a key entry)

Protekt throws an | OException with this message during the handshake if the keystore

entry specified to be used for identification is a trusted certificate entry, rather than a

key (private key, public key certificate chain) entry.

This often happens when a certificate signing request has been created from alocally
generated key pair (key entry) and the signed certificate is imported under a different
alias, rather than under the dias of the origina key pair.

See Appendix C, Importing a certificate signed by a CA for a detailed description of
generating a key pair and getting the public key certificate signed by a CA.

7.2 JCE problems

7.2.1 No Cipher could be found for algorithm <algorithm>

The JCE providers are not installed correctly or the RSA cipher specifier is set
incorrectly.

Protekt requires at least two JCE providers; the Forge provider that suppliesaTLS
specific digital signature algorithm and a second provider that suppliesall the
encryption agorithms (including the RSA cipher used by the Forge provider).

See 85.2 JCE provider properties for more information about how Protekt uses JCE
providers.
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8 Appendix C—Importing a certificate signed by a CA

This appendix presents a detailed example of generating akey pair, creating a
certificate signing request to send to a CA and importing the certificate returned from
the CA into akeystore.

This example assumes the keystore is a standard JKS keystore contained in afile
called exanpl e. ks.

8.1 Making JCE Providers available to the keytool
Thekeyt ool command line tool does not use a classpath and does not dynamically

register JCE Security Providers. This means the Java runtime must have the providers
registered and be able to find the necessary classes by default.

To allow the Java runtime to find the classes for the providers, place the jar file(s) for
each provider in the <JRE Hone>/ | i b/ ext directory, and list each provider’s main
classinthe <JRE Home>/1i b/ security/java.security file. For example, the
Forge and ABA providers are distributed with Protekt; to make these providers
availableto al programs put the prot ekt . j ar and aba- 1. 1. j ar filesinthe

<JRE Home>/ i b/ ext directory and modify the

<JRE Home>/1ib/security/java.security filetoinclude the lines shown in bold:

#

# List of providers and their preference orders (see above):
#

security.provider.l=sun.security.provider.Sun

security. provider.2=au. com forge. provider. ForgeProvi der
security. provider. 3=au. net. aba. crypto. provi der. ABAPr ovi der

8.2 Generating a key pair

The following command generates an RSA key pair, storing the private key and self-
signed certificate under the name www.example.com.

$ keytool -genkey -alias ww. exanpl e.com -keyal g RSA \
-keysi ze 1024 -keystore exanpl e. ks<ent er >
Enter keystore password: password<enter>
What is your first and | ast name?
[ Unknown] :  www. exanpl e. conkent er >
VWhat is the nane of your organizational unit?
[ Unknown] : <enter>
What is the nane of your organi zation?
[ Unknown] : Exanpl e<enter>
What is the nane of your City or Locality?
[ Unknown] : <enter>
What is the nane of your State or Province?
[ Unknown] : <enter>
VWhat is the two-letter country code for this unit?
[ Unknown] : <enter>
I s <CN=www. exanpl e.com OU=Unknown, O=Exanple, L=Unknown, ST=Unknown,
C=Unknown> correct?
[no]: yes<enter>
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Enter key password for <www. exanple.conp
(RETURN i f sane as keystore password): <enter>

When creating akey pair, at least the name (CN), organisation (O), State (ST) and
country (C) attributes should be entered.

8.3 Creating a certificate signing request
The certificate created by the —genkey command is a self-signed certificate. It will not

be trusted by other entities until a well-recognised certificate authority (CA) has
signed it.

To get a salf-signed certificate signed by a CA you must generate a certificate-signing
request for that certificate and send it to a CA. The following keytool command line
creates the certificate signing request and savesiit in afile called example.csr:

$ keytool -certreq -alias ww.exanple.com-file exanple.csr \
-keyst ore exanpl e. ks<enter>
Enter keystore password: password<enter>

The certificate-signing request should ook similar to:

----- BEG N NEW CERTI FI CATE REQUEST- - -- -

M | Bt DOCAROCAQAWI DEQVA4 GATUEBhMHWBT bnB3bj EQVAAGALUECBMHVWBT brB3bj EQVA4GALUE
Bx MHW\Br b 3bj EQVA4GALUEChMHRXhhbXBs ZTEQVAA GALUECX MWW brD3bj EYMBYGALUEAX MP
d3d3LnmV4YWLwbGUuY29t M Gf MAOGCSqGSI bh3DQEBAQUAAAGNADCBI QKBgQCnj FriPxt JK6kd7uVvinC
hLz9UgoeV3ud5yw JNnOgOKTzyHWI 61 M nyi / 6i HAZXW ueWEaWZ2c MoLI Mcaj y TPoOGQRNJ BPi

QDXt QRkal THQK/ z/ Rt hXoSSDgbsec510x/ t HQB6v/ egsZgE/ ECskcl 9r Qynr | aTHT+wALyz A+nbU
| Q DAQABOAAWDQYJKoZI hvec NAQEEBQADg YEAoeD wj hWGHFKv CYQhagj oky 79eNACngNL9aCBhJ
FTO7TLGSOGA7 Y/ | VWRGACRt LzsW2yHdI G JNeb8j 4vDL3Be9i / k81 9P52UTQz gbZWQYNC7 SWTnzm
hFlbzxpOKxKcJawBe2f MA4M P31la/ cC2q8JznkcqC7w8BvHD8hdhHEW=

----- END NEW CERTI FI CATE REQUEST- - - - -

8.4 Importing the CA root certificate (optional)

Keyt ool requires that the certificate chain returned from the CA can be traced to a
trusted certificate before it will import the certificate chain (see 84.2 Certificate
chains and trusted certificates).

If keyt ool reports an error similar to “keytool error: Failed to establish chain from

reply”, it means the certificate chain returned from the CA has not been signed by any
of the trusted certificates in the keystore and the CA’ s root certificate will need to be
imported.

To get a CA’sroot certificates, contact the CA directly. Once you have the CA’s
certificate, do the following:

$ keytool -inport -alias serverbasic -file serverbasic.crt \

-keyst ore exanpl e. ks<enter>

Ent er keystore password: password<enter>

Owner: Enmmi | Address=server-certs@hawte.com CN=Thawte Server CA
OU=Certification Services Division, O=Thawte Consulting cc, L=Cape
Town, ST=Western Cape, C=ZA

| ssuer: Emmil Address=server-certs@hawte.com CN=Thawte Server CA
OU=Certification Services Division, O=Thawte Consulting cc, L=Cape
Town, ST=Western Cape, C=ZA
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Serial number: 1
Valid from Thu Aug 01 10: 00: 00 GMI+10: 00 1996 until: Fri Jan 01
10: 59: 59 GMI+11: 00 2021
Certificate fingerprints:
MD5: C5:70: C4: A2: ED: 53: 78: 0C: C8: 10: 53: 81: 64: CB: DO: 1D
SHA1: 23: E5:94:94:51:95: F2: 41: 48: 03: B4: D5: 64: D2: A3: A3: F5: D8: 8B: 8C
Trust this certificate? [no]: yes<enter>
Certificate was added to keystore

8.5 Importing the certificate returned from the CA

If the CA returns the signed certificate as a base 64 encoded DER file, the
keyt ool -inport command can be used to replace the self-signed certificate
generated in step 2 with the certificate signed by the CA.

The following is an example of a base 64 encoded DER file:

----- BEG N CERTI FI CATE---- -

M | DEDCCAnngAW BAgl DAKVGVAOGCSqGSI bh3DQEBBAUAM HEMIB wCQYDVQQGEW] a
QTrEVVBMGALUECBMW2Vz dGVWy bi BDYXBI MRI WEAYDVQQHEW DYXBI | FRvd24xHTAb
BgNVBAO TFFRoYXd0ZSBDb25z dWw0aWsn! G\ Msgwd g YDVQQLEx9DZXJ0aWZpY2F0
aVW@ul FN cnZpY2Vzl ERpdmi zaV@uMRkwFwYDVQQDEX BUaGF3dGUg U2y dmy | ENB
MBYWJ AYJKoZIl hve NAQkBFhdz ZXJ32ZXI t Y2V dHNADGhhd3RI Lni\vbTAe FWO50TEy
MDEWN} Mz MTBaFwOWVDEY MTQM Mz MTBaM Gt MQs wOQYDVQQGEW] BVTEMVAOGALUE
CBNVDTI NXMBWDQYDVQRHEWZ TeWRUZXkx MTAV BgNVBAO TKEZv el | El uZnBybWFO
aVul FR Y2hub2xvZ3kgUHR5| ExpbW 0ZWXxMIAv BgNVBAS TKEZvendl | El uZmdy
bWFO0aV@ul FR Y2hub2xvZ3kgUHRSI ExpbW 0ZWx GTAXBgNVBAMIEHd3dy 5mb3Jn
ZS5j b20uYXUngZ8wDQYJ KoZI hvc NAQEBBQADY YOAM GJA0GBAI uVBXcOVgy +0r 8/

WPRPnUne DTHI80F6y VKLe QXAUN1pEK4Hc +q1/ XV0j 80aOLEbqn9r seQ7TDh062TT
LDpg6GBkNBFQ eHx| NdpV52EUNNPC7KkJZUbJcpCxF2Ts22Jt kEwx Ysr CaRPr +AUB
AUPr uZ+Yr ponQrg40OnKnt pBpFXabAgMBAAG JTA] MBMGAL UdJ QQVIVA0 GCCs GAQUF
BwWVBMAWGAL Ud EWEB/ wQCVAAWDQYJKoZI hv e NAQEEBQADG YEAVELNmynEN3j ZukK
8kwuoagj / IwzzdFvng8qz6yt FI Os5MowFp4peLY! +j +8nNOve7XAW y6hOVAETKA
j HVWWESSKc Dul m25s1 vwj i 74f Y3OB8xQr 2vDNuqC+GIKY72mVHIALgk Rr 7G6Zzvf 0Q
mMWPChVQ' +90necnnt +oPhJ+JvNM=

----- END CERTI FI CATE- - - - -

The command to replace the self-signed certificate with the certificate returned from
the CA is.

$ keytool —inport -—alias ww. exanple.com\
—file exanpleCertificate. pem\
—keystore exanpl e. ks<ent er >

Enter keystore password: password<enter>
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Appendix D — Example protekt.properties file

Protekt 3.0

Wiet her the Protekt library can performserver
handshakes.

If set to true, Protekt can be either the client or
server side of a connection.

If this is set to true the library can act as either
an SSL client or server. If false, only client
handshakes can be done.

rver=true

List of JCE security providers that will be used for
cryptographi c services. The class nanmed is the provider
main class that is used to register the provider with
the JCE.

The FORCE provi der nust always be used. It can be put
| ast but nust be present.

The FORGE and ABA providers are included in the
distribution. See the readne.txt file for nore
i nformati on on providers.

curity. provider. 1=au. com f orge. provi der. For geProvi der
curity. provi der. 2=au. net. aba. crypt o. provi der . ABAPr ovi der

Sorre JCE providers have a bug in the G pher inplenentation
that causes encryption/decryption to fail if the sane
buffer is used for input and output. Setting this property
to true will cause Protekt to allocate a tenporary buffer
for the encryption/decryption to work around the bug.

The ABA 1.1 provider is one of the providers that has this bug.

eSepar at eEncrypti onBuf f er=true

Use one or both of these to specify the SecureRandom
i mpl ementation you want to use. If you want to use
anyt hing other than Sun's default you should use these.

If both are filled in, that algorithmfromthat provider
is requested. If the algorithmis filled in, that
algorithmfromany provider is requested. If neither are
used, the default is used. This will usually be Sun, as
the providers listed about are added to the end of the
provider list, not the front.

curity. SecureRandom al gori t hn¥
curity. SecureRandom provi der =

Different providers require different specifiers when
creating raw RSA ciphers. The two nmost common forns are
given below, but if neither of themwork, consult the
provi ders progranmm ng docunent ati on.

The nost likely part to change is the mddle part - the
nmode. Javasoft have said that ECB is what should go there

but some providers require the PKCS1 bl ock type to be
there instead.

This works for DSTC
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rsa. ci pher. speci fi er =RSA/ 2/ PKCS1Paddi ng

The list of cipher suites enabled in Protekt.
The cipher suites are listed in order of preference.

To disable a cipher suite, cooment it out and change the
nunmbers on the foll owi ng ci pher suites.

HHFHFHHFHF OHH

ci phersuite. 1=au. com forge. security.tls.CS SSL_RSA WTH RC4_128 SHA

ci phersuite.2=au.com forge. security.tls.CS SSL_RSA WTH RC4_128_MX»

ci phersuite. 3=au. com forge. security.tls.CS SSL_RSA WTH | DEA CBC SHA

ci phersuite. 4=au.com forge. security.tls.CS SSL_RSA W TH 3DES_EDE CBC SHA
ci phersuite. 5=au. comforge.security.tls.CS SSL_RSA W TH DES CBC SHA

ci phersuite. 6=au. comforge.security.tls.CS SSL_RSA EXPORT_W TH_RC4_40_MD5

This properties file has the server certificate set to the

one with the RSA key, so these cipher suites will not work

in server node unl ess the SSLSocket.setCertificateChain nethod
is used (the signature will fail because the wong key type

wi Il be used). To use these cipher suites in server node,
change the server.key.alias to "dsal024" and comment out

the RSA based ci pher suites above.

HHFHHFHFRHR

ci phersuite. 7=au. com forge. security.tls.CS SSL_DHE DSS W TH_3DES_EDE_CBC _SHA
ci phersuite. 8=au. com forge. security.tls.CS_SSL_DHE RSA W TH 3DES EDE_CBC_SHA
ci phersuite. 9=au. com forge. security.tls.CS SSL_DHE DSS EXPORT_W TH DES40_CBC_SHA

Keystore definitions

The type defaults to JKS and the provider is optional. The
filenane and password are not optional.

HHHHHH

keyst ore. t ype=JKS

#keyst or e. provi der =SUN
keystore. fil ename=keystore
keyst or e. passwor d=passwor d

Server private key and certificate chain

The exanpl e key store distributed with Protekt has three
server certificates included:

"rsab12" has a 512 bit RSA key
"rsal024" has a 1024 bit RSA key
"dsal024" has a 1024 bit DSA key

It is inportant to have the appropriate key |listed bel ow
for the cipher suites you are using. The RSA key used with
a DSA cipher suite will cause the connection to fail.

HHHFEHHFHFEHFHHFHFHHH

server. key. al i as=rsal024
server. key. passwor d=passwor d

Cient private keys and certificate chains

These should be listed in the order of preference.

If a certificate request is received froma server, these
chains will be checked and the first one that matches

a server acceptable CA and the cipher suite will be used.

The first chain is specified as client.key.alias.1 and
client.key.password.1l. The next is client.key.alias.2
and so on.

As with servers, the chain to be sent can al so be set
at run tine using the SSLSocket.setCertificateChain

met hod. This can only be done before the certificate
request message is received, so if that chain doesn't

HHHFEHFHFHFHFHEFEF RS
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# match the server acceptable CAs and the cipher suite,
# no | uck.
#

client. key. alias. 1=cl rsal024
client. key. password. 1=passwor d
client.key. alias.2=cl dsal024
client. key. passwor d. 2=passwor d

#

# The session nanager is a thread that reads through
# the session list and renoves any sessions that are
# set to inactive (ie cannot have any nore connections
# added to then), have no active connections attached
# to themand have not seen any activity for at |east
# SessionManager.tineout mlliseconds

#

# Sessi onManager . period specifies how often the

# session manager reads the session list.

#

Sessi onManager . peri 0d=300000

Sessi onManager . t i meout =600000

I f a handshake has not conpleted within the time
speci fi ed by HandshakeTi meout (in mlliseconds)
t he handshake is deened to have failed. If
SSLSocket . wai t For Handshake has been called, it
will throw an | CException

HHHFHHHHR

HandshakeTi neout =120000
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